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Grading: pass/fail
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Objectives: To provide students with basic knowledge on social engineering (mostly

in the context of ICT) and its main forms and techniques as well as 
prevention and mitigation measures.

Learning outcomes:     The students will
– know the essence of social engineering and its main forms and 

techniques;
– recognize main social engineering attacks and react appropriately;
– know main measures of prevention and mitigation (in technology, 

training and policy).
Description:

The course is based on the books Social Engineering: the Art of Human 
Hacking and Social Engineering: The Science of Human Hacking by 
Christopher Hadnagy, supported by additional literature by various 
authors (Robert Cialdini, Johnny Long et al). The duration of the course 
is 8 weeks, with weekly lectures/discussions (up to four short lecture 
sessions alternating with discussion). During the last 4 weeks, two 
seminars will be added – a hands-on seminar dealing with practical tasks, 
and a presentation/CotW (’Crook of the Week’) seminar with student 
presentations on famous cases/persons.  In order to pass the course, 
the student should either do a presentation in a CotW seminar or 
alternatively solve the practical tasks in the hands-on seminars; in 
addition, taking part of at least 6 lectures and seminars (out of 8 each) 
is required for passing.

The main topics of lectures/discussions:
1. Course intro + introduction to social engineering
2. Information gathering
3. Elicitation
4. Pretexting 
5. Psychology in social engineering
6. Influence and persuasion
7. The Way of the Ninja (some historical parallels +  tools/techniques)
8. Prevention, mitigation and counters

Literature: NB! The list is neither finite nor compulsory!
- ANDRESS, Jason. The Basics of Information Security: Understanding the Fundamentals of 
InfoSec in Theory and Practice. Syngress 2011 
- CONTOS, Brian T. Enemy at the Water Cooler: Real-Life Stories of Insider Threats and 
Enterprise Security Management Countermeasures. Syngress 2006 
- GRAGIDO, Will, PIRC, John. Cybercrime and Espionage: An Analysis of Subversive Multi-
vector Threats. Syngress 2011 
- GRAGIDO, Will et al. Blackhatonomics: An Inside Look at the Economics of Cybercrime. 



Syngress 2013 
- HADNAGY, Christopher. Social Engineering: The Art of Human Hacking. Wiley Publishing 2011
– HADNAGY, Christopher. Social Engineering: The Science of Human Hacking. Wiley Publishing 
2018
- LONG, Johnny. No Tech Hacking: A Guide to Social Engineering, Dumpster Diving and Shoulder
Surfing. Syngress 2008 
- LONG, Johnny et al. Google Hacking for Penetration Testers. Third Edition. Syngress 2016 
- MCCARTY, Ben. Cyberjutsu: Cybersecurity for the Modern Ninja. No Starch Press 2021
- MITNICK, Kevin D., SIMON, William L. The Art of Deception: Controlling the Human Element 
of  Security. Wiley Publishing 2003 
- MITNICK, Kevin D., SIMON, William L. The Art of Intrusion: The Real Stories Behind the 
Exploits of Hackers, Intruders & Deceivers. Wiley Publishing 2005 
- NISSEN, Thomas Elkjer. The Weaponization of Social Media: Characteristics of Contemporary 
Conflicts. Royal Danish Defence College 2015 (also available at 
https://www.stratcomcoe.org/thomasnissen-weaponization-social-media) 


